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IEEE 802.11i Standard  
Wireless EAP  
Wireless Technologies – Common Attacks  
Wireless Technologies – War Driving  
NetStumbler Example  
Wireless Reconnaissance Output  
Warchalking  
Countermeasures  
Wireless Attacks  
Wormhole Attack  
Wireless Technologies – WAP  
Wireless Technologies – WTLS 
i-mode  
Bluetooth  
Instant Messaging  
IM Threats  
IM Countermeasures  
IM Secure Infrastructure  
Domain 7 Review  
 
Domain 8 - Business Continuity Objectives 
 
Needs for BCP  
Is Your Organization Prepared?  
Is Your Company Prepared?  
9/11 Changed Mentalities About BCP  
Disaster affected Many  
America is Rebuilding  
Partial FEMA Disaster List for 2005  
Do We have a Plan?  
DRP Focus  
BCP Focus  
Comparing the Two  
What is the Purpose of a BCP?  
More Reasons to have Plans in Place  
Framework  
BCP is a Core Component of Every Security Program  
Steps of BCP Process  
Different BCP Model  
Documentation  
Documentation and Approval  
BCP Policy Outlines  
BCP Policy Sample  
Who is In Charge and Who Can We Blame?  
What‟s Needed in a Team?  
BCP Development Team  
Project Sizing  
Properly Determining Scope is Important  
BCP Risk Analysis Steps  
BIA Steps  
Data Gathering  
Information from Different Sources  
Analysis  
Critical Functions  
How to Identify the Most Critical Company Functions  
Interdependencies  
Well, of course an Organization Knows How it Works!  
Business Silos  
Understanding the Enterprise 
BIA Steps (Cont.)  
Identifying Functions‟ Resources  
Who Connects to Who?  



BIA Steps (Cont..)  
Maximum Tolerable Downtime  
MTD  
Example  
MTD Definitions  
BIA Steps (Cont...)  
Range of Threats to Consider  
Thinking Outside of the Box What if….  
Biological Threats  
BIA Steps (Cont….)  
Potential Disasters  
Risk Approach  
Ranking by Risk Level  
Potential Losses  
Include all RISK Components  
What Have We Completed Up to Now?  
BIA Steps (Cont…..)  
Recovery Strategies  
Alternate Business Process Procedures  
Business Process Reconstruction  
Recovery Strategies (Cont.)  
Facility Recovery  
Facility Backups – Hot Site  
Facility Backups – Warm Site  
Facility Backups – Cold Site  
Compatibility Issues with Offsite Facility  
Tertiary Sites  
Subscription Costs  
Multiple Processing Centers  
Location, Location, Location  
Choosing Site Location  
Other Offsite Approaches  
Security does Not Stop  
More Options  
Rolling Hot Site  
Recovery Strategies (Cont..)  
Supply and Technology Recovery  
VoIP  
Equipment Replacement  
What Items Need to Be Considered?  
Priorities  
Anything Else?  
Replacements  
Executive Succession Planning  
Recovery Strategies (Cont...) 
User Environment Recovery  
Recovery Strategies (Cont….)  
Data Recovery Technologies  
Co-Location  
Data Recovery  
Backup Redundancy  
Recovering Data  
Automated Backup Technologies  
Tape Vaulting  
Data Recovery (Cont.)  
Clustering for Fault Tolerance  
Clustering  
Disk or Database Shadowing  
Which Option to Use  
Cost Effective Measures  
Resources, Time, Solutions  
Determining Recovery Solutions  
Cost and Recovery Times  
Proactive  
BIA Steps (Cont…...)  
Recovery Solutions  
Preventative Measures  
Reviewing Insurance  
Results from the BIA  
Now Ready to Develop the Plan  

Basic Structure of BCP  
Products That Can Help  
Plan Components  
Teams to Be Developed  
External Groups  
Policy Components  
Activation Phase  
Damage Assessment  
Notifying Personnel  
Plan Activation  
Emergency Response  
Policy Components (Cont.)  
Next Phases  
Recovery Procedures  
Documentation of Recovery Steps  
Policy Components (Cont..)  
Reconstitution Phase  
Reconstitution Items  
Returning to Original Facility  
Who goes First?  
Disaster Hit – Now What?  
Termination of BCP  
Life Cycle 
Who has the Plan?  
Backup of the Backup Plan  
Results  
Types of Tests to Choose From  
Test Objectives  
Training Requirements  
Lessons Learned  
What Is Success?  
Out of Date?  
BCP Plans Commonly and Quickly Become Out of Date  
Keeping it Current  
Change Control  
Resulting Plan Should Contain…  
Phases of the BCP  
Domain 8 Review  
Domain 9 - Application Security 
How Did We Get Here?  
Why Are We Not Improving at a Higher Rate?  
Usual Trend of Dealing with Security  
Where to Implement Security  
 
Agenda 1  
 
Software Development Tools  
CASE Tools  
New Paradigm of Coding  
Security Issues  
Language Types  
Turn into Machine Code  
New and Old  
Object-Oriented Programming  
Classes and Objects  
Objects  
Object Characteristics  
Functions and Messages  
Encapsulation  
Modularity of Objects  
Object-Oriented Programming Characteristic  
Polymorphism  
Another Characteristic of OOP  
Module Characteristics  
Low Cohesion  
Levels of Cohesion  
Coupling 
 
 
  



Agenda 2  
 
Distributed Computing  
Distributed Computing – ORBs 
Common Object Request Broker Architecture  
COM Architecture  
DCOM Architecture  
Enterprise Java Beans  
J2EE Platform Example  
Linking Through COM  
Mobile Code with Active Content  
World Wide Web OLE  
ActiveX Security  
Java and Applets  
Sandbox  
Java and Bytecode  
 
Agenda 3  
 
Database Systems  
Database Model  
Timeline  
Hierarchical Database  
Network Database  
Object-Oriented Database  
Benefits of OO Database Model  
Object Relational Database  
Relational Database  
Database Models – Relational Components  
Relational Database Entities  
Primary Key  
Foreign Key  
Database Integrity  
Different Modeling Approaches  
Database Access Methods  
Accessing Databases  
ODBC  
OLE DB  
OLE DB Database Access  
ActiveX Data Objects (ADO)  
Java Database Connectivity  
Database Connectivity  
eXtensible Markup Language  
XML Database 
 
Agenda 4  
 
Database Security Mechanisms  
Databases are Busy Beasts  
Rollback Control  
Checkpoint Control  
Checkpoint Protection  
Lock Controls  
Deadlock Example  
Two-Phase Commit  
Lock Controls Help to Provide ACID 
Inference Attack  
Database View Control  
Common Components 
  
Agenda 5  
 
Data Warehousing  
Warehouse Creation  
Using a Data Warehouse  
Metadata  
Database Component  
Data Mart  
Potential Malicious Traffic Tunneling through Port 80  

URL Interpretation  
Common Database Attacks  
 
Agenda 6  
 
OLTP  
Online Transaction Processing  
OLTP Requirements  
Online Analytical Processing  
Knowledge Management  
Knowledge Components  
HR Example  
Knowledge Discovery in Databases  
Data Mining  
Approaches to Knowledge Management  
Expert Systems  
Expert System Components  
Artificial Neural Networks  
Data, Information, Knowledge  
Comparing Types  
 
Agenda 7  
 
Software Development Models  
System Life Cycle  
Project Development – Phases I and II  
Project Development – Phases III and IV  
Phase V  
Project Development – Phases VI and VII  
Testing Types  
Levels of Tests  
Data Contamination Controls  
Best Practices for Testing  
Test for Specific Threats  
Verification versus Validation  
Evaluating the Resulting Product  
 
Agenda 8  
 
Controlling How Changes Take Place  
Change Control Process  
Administrative Controls  
 
Agenda 9 
 
Common Information Flow  
Vulnerabilities at Different Layers  
Tier Approach and Communication Components  
Tiered Network Architectures  
Sensitive Data Availability  
Cookies  
Find Out Where You Have Been  
Pulling Data  
Web Server Error Pages  
Steps of Interaction  
Provide the Hackers with Tools  
Common Web Server Flaws  
Improper Data Validation  
Uniform Resource Locator (URL)  
Directory Traversal  
Buffer Overflow  
Cross-Site Scripting Attack  
Common SQL Injection Attack  
Attacking Mis-configurations  
CGI Information  
Logging Activities  
Are ALL Patches Applied?  
Microsoft Example Best Practices  
Authorize Access  
Isolation for Protection  



Authentication  
Protecting Traffic  
Maintain Server Software  
Common Issues  
Best Practices 
 
Agenda 10 
 
Rolling „em Out  
Patching Issues  
 
Agenda 11  
 
Virus  
Boot Sector Invasion  
Few Other Types  
Types of Viruses  
How Do They Work?  
More Malware  
Trojans  
Blended Malware  
A Back Orifice Attack!  
NetBus  
Hoaxes  
 
Agenda 12  
 
Malware Protection Types  
Signature Scanning 
Monitoring Activities  
Monitoring for Changes  
More Bad Stuff  
Attack Characteristics  
Disclosing Data in an Unauthorized Manner  
Covert Storage Channel  
Covert Timing Channel  
Circumventing Access Controls  
Attacks  
TOC/TOU Examples  
Attack Type – Race Condition  
Attacking Through Applications  
How Buffers and Stacks Are Supposed to Work  
How a Buffer Overflow Works  
Watching Network Traffic  
Traffic Analysis  
Functionally Two Different Types Of Rootkits  
Examples of Trojaned Files  
Domain 9 Review  
 
Domain 10 - Operations Security Objectives  
 
Computer Operations  
Operations Security Involves  
What Do We Have?  
Hardware Protection  
Licensing Issues  
Software Installation  
ITIL – Problem Management  
Problem Management  
Areas of Problem Management  
Problem Management Procedures for Processing Problems  
Higher Level Look  
Data Output Controls  
Administrative Controls Personnel Controls  
Non-Employees  
Security Operations Personnel  
Change Control  
Configuration Management  
Another Example  
 

Agenda 1 
 
Resource Protection  
Library Maintenance  
Media Labels  
Media Controls  
Software Escrow  
Media Reuse 
Weak Link  
Liabilities of Insecure Disposal of Information  
Devastating to the Company  
Results of Data Leakage  
Object Reuse  
Safe Disposal  
Degaussing  
Zeroization  
Physical Destruction  
Remaining Data  
Purging  
Why Not Just Delete the Files?  
Formatting Media  
Mainframes  
 
Agenda 2  
 
Different Types of Backups  
Backups  
HSM  
Off-Line  
Backup Types  
Incremental Backup  
Incremental  
Differential Backup  
Differential  
Backup Protection  
Continuous Threat  
 
Agenda 3  
 
Devices Will Fail  
Mean Time Between Failure  
Mean Time to Repair  
Single Point of Failure  
Countermeasures  
Redundant and Fault Tolerance  
Mirroring Data  
Disk Duplexing  
Direct Access Storage Device  
Redundant Array of Independent Disks  
Massive Array of Inactive Disks (MAID)  
Redundant Array of Independent Tapes (RAIT)  
Serial Advanced Technology Architecture  
SAN  
Fault Tolerance  
Network Redundancy  
Mesh Network  
Redundancy Mechanism  
Backup Configuration Files  
Some Threats to Computer Operations  
Trusted Recovery of Software 
After System Crash  
Security Concerns 
 
Agenda 4  
 
Contingency Planning  
 
 
 
 



Agenda 5  
 
Remote Access Security  
Authentication  
Remote Access  
Administering Systems Remotely  
Facsimile Security  
Securing Data in Motion  
Support Systems  
 
Agenda 6  
 
Before Carrying Out Vulnerability Testing  
Testing for Vulnerabilities  
Vulnerability Assessments  
Security Testing Issues  
Vulnerability Scanning  
Basic Scanner  
More Functionality  
Data Leakage – Keystroke Logging  
Looking at Keystrokes  
Password Cracking  
One of Many Tools  
War Dialing  
PhoneSweep  
Wardialing Output  
Detailed PhoneSweep Output  
War Driving  
Wireless Reconnaissance Output  
Wireless Reconnaissance  
Wireless Attacks  
MAC Filtering  
Penetration Testing  
Testing Steps  
Testing Methodology  
Automated Pen Testing Tools Canvas Operation  
Penetration Testing  
Automated Pen Testing Tools Core Impact Operation  
Post-Testing and Assessment Steps  
Penetration Testing Variations  
Types of Testing  
Protection Mechanism – Honeypot  
Log Reviews  
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